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(57) A method for providing secure remote control 
commands in a distributing computer environment. In 
the preferred embodiment of the invention, a network 
administrator or network management software creates 
a shutdown record, including an index or time stamp, for 
powering down a specified network compute r(s). Prior 
to broadcast over the network, a secure one-way hash 
function is performed on the shutdown record. The re- 
sult of the one-way hash function is encrypted using the 
network administrator's private key, thereby generating 
a digital signature that can be verified by specially con- 
figured network nodes. The digital signature is append- 
ed to the original shutdown record prior to broadcast to 
the network. Upon receiving the broadcast message, 
the targeted network computer(s) validates the broad- 
cast message by verifying the digital signature of the 
packet or frame. The validation process is performed by 
decrypting the hash value representation of the shut- 
down record using the network administrator's public 
key. A one-way hash function is also performed on the 
original shutdown record portion of the received mes- 
sage. If the two values match, the broadcast message 
is determined to be authentic and the shutdown control 
code is executed. The invention insures that the shut- 
down command was neither modified in transit nor orig- 
inated from an unauthorized source. 
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